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PUBLIC SAT'ETY CAMERA SYSTEM

L

This is a nelv Operating Procedure.

PTJRPOSE

To establish a policy and procedure for the operation of the Public Safety Cameru System.

The purpose the Public Safety Camera System (PSCS) system is to supplement the City's
efforts to provide a safe environment. The system is a force multiplier in the ongoing efforts
aimed at improving the quality bf fife, enhancing the perception of safety and adding to the
general wellbeing and livability of those in the City.

POLICY

It is the policy of the National City Police Department to use aî an:ay of public safety
surveillance cameras and supporting technological hardware and soft.ware for law
enforcement purposes, The cameras may consist of fixed and pan-tilt-zoom (PTZ)
capabilities. The Department will use such cameras and peripherals in the execution of its
mission without compromising the public's right to privacy and while adhering to the
Department's values. The camçras will be focused on predetermined public areas in public
places. Cameras shall be situated in a manner and located in public places that will
maximize the field of view of public areas for public safety purposes only. It is the intent of
these policies and guidelines to ensure that all citizens, who may be conducting their
activities in a place generally described as "public," be assured that their constitutional right
to privacy is respected and acknowledged. This system will be used primarily to address

threats to public safety and applications delineated in this document. This document must
also be flexible to adjust for unanticipated incidents, occurrences or applications for future
improvements.

A. Approved Uses

The primary use of the cameras will be in conjunction with calls for service of a
potentially life-threatening or serious nature, such as:

tr.
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1.

2.

3.

4.

5.

6.

7.

Robbery
Assaults
Violent crimes
Narcotics enforcement
Property crimes
Surveillance activities for crime series

Demonstrations or rallies may be actively monitored for potential criminal
activities or crowd management

B. UnapprovedUses

The system will not be used for:

1. Arbitrary viewing of citizens when a legitimate law enforcement pu{pose

does not exist.

2. Viewing activities where a reasonable expectation of privacy may exist, even

though conducted in a public place.

3. Intimidation, deterrence orprevention of lawful gatherings, activities,
protests or other behaviors despite the controversial nature of such incidents

or if such activity is contrary to public nonns and practices.

4. Unauthorized disclosure of data or for purposes other than law enforcement.

Public Safety Camera Design Specifications

Camera placement will minimize the potential inadvertent capture of images from
areas where there would be a reasonable expectation of privacy, while either in a
public place or in any structure. In any location where the view of any camera may
compromise a cilizen's privacy expectation, the Chief of Police or his/her designee

shall review the camera's location and either make a recommendation to relocate the

unit or to employ window-blanking technology to minimize or eliminate, the
potential for video intrusion.

The cameras may be equþed with Pan, Tilt, and Zoom(PTZ) capabilities that allow
operators to manipulate the framing or focal length of a video image only for the

specific purpose of monitoring potential suspicious persons, activities or as the result
of a call for service. Images that are captured of persons who are either irrelevant or
incidental to an investigation shall be digitally masked prior to any public release of
such footage.

C.
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D. Racial Profi lingÀ{ondiscrimination

No operator shall select any person in view of this cameÍa system based solely on

their race, ethnicity, or sex for observation or tracking. The system shall only be used

for purposes directly related to public safety or authorized internal or criminal
investigations. The system shall not be used to trâck individuals arbitrarily or based

on race, gender, ethnicity, sexual orientation, disability or other classifications

protected by law.

Operators should make specific observations of individuals based on articulated

reasonable suspicion that the person may be or may have been, or is about to

become, involved in criminal activity or as the result of a call for service to law

enforcement of criminal activity in the area of the camera's viewing parameters.

Tracking and Identification of Persons

"Tracking" refers to the use of public video surveillance systems to follow an

individual or his/her vehicle, regardless of whether that individual's identity is

known, so as to create a seamless record of his/her activity during a specific period.

"Identification" refers to the use of the system to ascertain or confirm the identity of
an individual captured on video footage. Tracking and identification can occur in real

time or by using stored video footage, although an individual may be identified

without being tracked, or vice versa.

The National City Police Department will adopt the practice of tracking an unknown
person only when an operator makes specific observations of the individual(s) based

on articulated reasonable suspicion that the person may be, may have been, or is
about to become involved in criminal activity, or as the result of a call for service to

law enforcement of criminal activity in the area of the camera's viewing parameters.

StorageiRefieval of Images

Video images captured from the system will be automatically downloaded onto a
secure digital storage system where they will be stored for a minimum of seven (7)

days before being overwritten by new data. The secure digital storage system will be

connected to the City's network and is protected by multiple layers of security

including password protected user accounts.

Requests for a review of stored images shall be made through to the Operations

Support Lieutenant or his/her designee. The review and retrieval of images may be

for the purpose of criminal or administrative investigations only.

E.

F.
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G. Law Enforcement Purposes

The National City Police Department may collect data that would be relevant to

other legitimate law enforcement uses. Subject to certain restrictions (discussed

below), law enforcement may use the system for these purposes'

For clarification purposes, two types of extra-purpose use of this video system are

defined þel91v-66secondary" and "incidental. "

1. Secondary use is an intentional, planned use of a system, a component of it,

or the collected daâ,for a purpose other than the original one. For instance,

if an officer has reason to believe that stored footage collected for traffic
control purposes would show evidence of drug shipments and seeks to

review the footage for this pu{pose, the use would be secondary. The written
permission of the Chief of Police or his/her designee is required for any

"secondary use" of the National City Public Safety Camera System.

2. Incidental use describes a situation in which law enforcement is using the

system for its intended purpose and incidentally notices something useful for
a differentpurpose. For instance, if an officer monitoring a surveillance

system deployed to prevent a terrorist attack incidentally witnesses a non-

terrorism serious criminal offense, the information would be useful for the

purp o s e olinvestþatinglhatcrime.

A public video surveillance system may be used incidentally for other

legitimate law enforcement purposes. Similar to the "plain view" exception

in Fourth Amendment law, a poliee officer prope+ly observing public seenes

through a visual surveillance system may actupon evidence of criminal
behavior as if helshe had wiûressed it in person. This is true whether the

officer is viewing the footage in real time or via a recording.

No additional approval is required for "incidental use" of the system.

H. Monitored Zones

1. Wheneverpractical, signage notiffing the public that the Public Safety

Camera System is being used and recorded will be posted in conspicuous

locations proximate to each cametaindicating that the camera may be

monitored and/or recorded. In the event the placement of signage may

hamper the Police Department's ability to make an apprehension or
otherwise carry out its policing mission, signage will not be posted.
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J.

Authorized Users

User accounts will be limited to those police employees with a specific, ongoing

need to açcess the system for the pulpose of prevention, detection, identification, or
apprehension considerations related to public safety emergency response or
authorized internal or criminal investigations. All user accounts require approval by
the Chief of Police or his/her designee before establishment.

User Access

All persons designated by the Operations Support Lieutenant as system users shall

receive training and a udque user identification in order to access the system.

Images stored on servers shall only be accessed and retrieved by the Public Safety

Camera Project Manager or other authorized technician, and only in response to
public safety emergencies or authorized internal or criminál investigations.

Unused./Purging Video Data

Video data that has not been retained for evidentiary purposes shall not be

reproduced, nor shall it be distributed, provided, or shown to other persons, without
the approval of the Chief of Police, or pursuant to a court order. In the event that
persons are captured whose images are incidental to any legitimate law enforcement
pu{pose, the following guidelines shall be followed:

1. Recorded images lacking evidentiary or other documented value shall be

overwritten as a matter of course after 10 days unless otherwise mandated to
be held longer pursuant to the Public Records Act or the City's record

retention policy.

2. Prior to any public release of images, the Department shall employ the use of
"digital masking" or other technologies to remove identiffing features of
individuals who are incidentally captured on camera or whose identities are

otherwise irrelevant to the purposes for which the data is stored.

K.
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L. Release of Images to Members of the Public

Images obtained by the National City Police Department Public Safety Camera

System shall not be generally releasable to members of the general public, including
information sought between civil litigants. Images will be withheld consistent with
the Public Records Act and other legal regulations. These include data involving an

ongoing law enforcement investigation or data which constitutes an unwarranted

invasion of personal privacy. The most notable exception is where images are

released to assist in the identification or apprehension of a person or persons wanted

in an investigation.
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ADOLFO GONZ,A.LES. Ed.D
CHIEF OF POLICE


